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Primary Concerns with the Cloud

Ravi Kumar, VMware
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Security and Compliance are Key Concerns v

for Organizations Considering Cloud Migrations

Q.What are the top challenges or barriers to
implementing a cloud computing strategy?

Concerns about security — 67%

Concerns about access to information [N 41%
Concerns about information governance [ 37%
Concerns about the ablllty to meet _ 31%

enterprise and/or industry standards

Difficulty measuring RO | NG 30%

Lack of clear strategy or help from key __ 249
vendors in adapting their applications 0

Business leaders are not receptive | 14%

Employees are not receptive F 11%

Top 4 Concerns Relate to Security or Compliance

Source: 2010 IDG Enterprise Cloud-based Computing Research, November 2010
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Journey to IT Transformation i Accelerate and Amplify W

Enterprise Hybrid Cloud
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The Security Evolution - From Appliances to Security as a Service

Enterprise Hybrid Cloud
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VMware vShield T Foundation for Trusted Cloud v

Securing the Cloud From Edge to Endpoint

: : : : vShield Data
vShield Edge vShield App vShield Endpoint Security

Secure the edge of Protect applications from Streamline and accelerate Protect against
the virtual datacenter threats with trust zones anti-virus solutions data leaks

Virtual
Qatacenter 1 Virtual Datacenter 2

VMware vShield Manager
7 vmware



The vShield Advantage: Operational Efficiency

Traditional Security

Complex

Multiple provisioning interfaces
Overlapping administration roles
Multiple points for policy
administration

> > >

Rigid
Appliance based

Policies tied to topology
Agents in each VM

> >

Labor Intensive Compliance

A Manual controls
A Tedious, complex reporting
A Data leak concerns
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vShield

Simple

Single interface for provisioning
Separation of duties
VM-based policy templates

Adaptive

Virtual appliances

Policies based on logical trust
zones

Agentless

Accelerates Compliance

Continuous assessment
Automated reporting
Manage sensitive data

Deployments on VMware are More Secure than Physical
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YHMAN Strategy & Business Case m

Hugh Lavery
Director of Information, Media and Technology Services
Leeds Metropolitan University
&
Shared Virtual Data Centre (SVDC) Project Sponsor



A multrtenancy, shared inteuniversity service based on
the Yorkshire & Humberside MetropolitalreaNetwork
YHMAN

YHMAN
Joint Venture
University Company

University of University of University of University of
Bradford Huddersfield Hull Leeds
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http://www.shu.ac.uk/
http://www.hull.ac.uk/
http://www.huddersfield.ac.uk/

Joint Venture University row—
hdatal

Teaching & Research

University Typical Students Typical HEFCE QR
HESA008/09 (UK) | Researcincome
2011/12 (England)

SheffieldHallam Univ SR asGy 33,830 £272m
Universityof Leeds 33,585 £922m
Leeds Metropolitan Universifza=a 27,800 £131m
University of Sheffield =2 24,715 £951m
University of Hul 22,370 £422m
University of Huddersfield (' 21,590 £262m
University of York  REREREERE/Z% 13,490 £612m
University of Bradford —JE:r6eln 12,740 £314m
Total 190,120 £3,886m
Percentage of Uk 8.4%(excl. OU) 9.7%%(inc. OVL)

OU= the UK Distance Learning Open Univer


http://www.shu.ac.uk/
http://www.hull.ac.uk/
http://www.huddersfield.ac.uk/

The YHMAN

Access Network

BEX]

Established in 1998, YHMAN Ltd

(a joint venture company of
universities in the Yorkshire &
Humber) provides inteconnection
for over 60 Higher & Further
Education and other organisations
within the Region and access to the
National JANET network for further
shared services and Internet
peering.

The YHMAN network is statd-the-
art offering a scalable high speed
and low latency data throughput
over managed fibreptic cable.

The YHMAN network consists of 16
points of presence (PoP) located in
the joint venture universities



1. Advanced infrastructure : Provide an isolated, secure,
shared virtual server and storage service, leveraging region
Data Centres

2. Streamlined Operations : Develop faster provisioning and
management processes for tenant universities, with enhanc
Service Level Agreements

3. Strategic: To develop a business plan identifying a sustainalt
W2 1LJ0 AY K 2L 2dziQ &aSNIIAOS
disaster recovery (BCDR) with identified and measureable
carbon reduction benefits, cost efficiencies and comparison
with selfprovision and other ousourced options.



1 Data Centre virtual technologlistributed across the
Regionfor Business Continuity & Disaster Recovery (BCDF

- both compute & safe data storage

2 Shared Assets & Governance

- providing shared strategic management & control,
with aggregation and efficiency gains.



The SVDC pathfinder demonstrates leadership:

1 Within the University Sector, the wider Public Sector
and beyond

2 The pathfinder has attracted vender support for
Innovation eg. VMware vShield Activate programme,

manufacturer & supplier suppor oo @ y
3 Collaborativeefficiencygains

Continued professionakervicedelivery
5 Creating opportunities

AN


http://www.dtpgroup.co.uk/
http://www.hp.com/
http://www.hp.com/
http://www.hp.com/

S Potential SVDC Service

Yizaz)Efficiencies in Infrastructure (E

A shared service Infrastructure brings economies of s
through the aggregation of software licenses, increas
resource utilisation and shared capacity provisioning

Example Capacity Purchaze

| 100% -
Client Purchased Cap
Univ A 25% | 80% 7
Univ B 20%
Univ C °% ]
Univ D 30% 0%
Univ E 20% f
Total 100% 30% —
[1]|svDC 80% =
Saving onHead 0% -

. — UnivA UnivB UnivC UnivD UnivE Total SVDC
[1] Geographic BC/DR Resilience

In the example the total selfrovision headroom capacity of 33% is reduced to a share
headroom capacity of 13%a 20% cost saving in CAPEX & OPEX

The Pathfinder 75VM 115TB infrastructure @ £160k (£16k), saving £40k (£8k) CAPE
equates to 3000VM @£6.4m(£640Kk), saving £1.6m(£160k) CAPEX (OPEX), for exe




SVDC Pathfinder Implementation

Ed Carter

YHMAN Business Manager
SVDC Project Manager

Kevin Barrass
YHMAN Network Development & Support Officer
SVDC Project Engineer
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